Al Portal - Web Surfing Studios
Unified Visibility + Access Control for Al Usage Across WSS

The Problem

Multiple WSS apps call multiple Al models
— but nothing shows who is using what, or

The Idea

One Key Per User

Each developer receives a personal access key —
how much spend each person drives. R BEIEES simple to issue, simple to rotate, simple to revoke.
Today we have: React A : Automatic Expiration

» . Keys expire every 30 days by default — this enforces
o INO unified location where access keys l rotating discipline without manual policing.
ive
o No history of prompts or responses Centralized Gateway
e No way to link usage (and cost) back to Api All Al traffic flows through the Portal. External apps
a specific person call the Portal, and the Portal calls the Al model. This
» o
> e guarantees 100% visibility.
Because of that, we cannot measure usage,
ROI, waste, or abuse. A Unified Usage Logs
Every request is logged in one place — inputs,
outputs, model ID, token counts, latency, and cost.
- Nothing is lost in random services.
Full Transparenc
Any WSS Al Use ansparency .

No private log modes. All members can view all

requests. This teaches real-world cost management

and audit discipline.

Instant Offboarding

TOTAL REQUESTS J\, ACTIVE KEYS O" MODELS USED @ TOTAL COST $ D|Sab||ng one key disables a user everywhere — no
3 1 2 $0.01 hunting down hidden config files.
8% from last week Alltime
The Portal turns Al usage from a black box into a
governable resource.
Request Logs
View all Al requests with detailed information
Q Search by user, model, or input. All Users v All Models v Arc h itectu re
USER MODEL INPUT ouTPUT ToKENS  Tokems  LATENCY cosT React App + API
. Front-end portal and REST API layer used for:
3:00.251Z Myua”"er us.amazon.nova-pro-v1:0 {"systemPrompt":"\r\nYou are an Al Proje... { "ChatOutput": "Great job completing th. 1,524 85 1415ms $0.0015 ° Generating & managing access keys
e Viewing usage logs
715.2272 m’”"er TR {*systemPrompt":"\\nYou are an Al assis.. "json { "WorkflowID": "51e00fag-63b4-. 5151 53 5002ms  $0.0043 e Managing users and revocation
L Ryan AWS Lambda Gateway
5:34.493Z Muller us.amazon.nova-micro-v1:0 {"systemPrompt":"You are a helpful assis Hello! I'm here to help with a wide range 15 211 4035ms $0.0000

Serverless execution layer that:

Showing 3 of 3 requests

Strategic Goal

o Receives Al requests from WSS systems
e Validates keys + permissions

e Calls AWS Bedrock models

e Logs full request/response into the DB

The Al Portal gives WSS a scalable foundation for Al usage at any size. As more systems, bots, and developers start calling models, we don’t have to worry about
governance falling apart — because identity, access, and cost are all controlled and visible in one place. This lets WSS grow Al usage confidently, without losing governance

or control..

Future Ideas

e Automated cost alerts and quotas per user or per
team

e Anomaly detection to spot sudden spikes or
abuse

e Model performance comparisons and ranking

e Usage-based billing or chargeback for project
budgets

e Quality-of-output scoring to evaluate which
prompts or models perform best

e Automatic detection of repeated prompt patterns
that can be optimized into reusable templates

e Per-model or per-domain access control (e.g.
only PMs can call certain models)

e Key rotation automation every 30 days without
manual admin

e Latency / reliability benchmarking
providers to identify best-fit models

e Centralized model version tracking for historic
reproducibility and audit

across

Created by Web Surfing Studios — a professional volunteer-driven software organization building real production systems.

Generate Access Key
Each user can have one active access key

@ You already have an active key
Key ID: ake_key_for_deno

Each user is limited to one access key. To generate a new key, delete your existing key from the table below first

Access Keys
Manage API access keys (one per user, expires after 30 days)

Q Search by key ID or username.

KEY ID USER CREATED EXPIRES LAST USED ACTIONS

2025-12-06T04:20:33.455Z
30 days remaining

fake_key_for_demo Ryan Muller 2025-11-06T04:20:33.4552 2025-11-06T05:07:58.651Z W
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